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Recent breakthroughs in cryptanalysis of standard hash functions like SHA-1 
and MD5 raise the need for alternatives. A credible alternative to for instance 
SHA-1 or the SHA-2 family of hash functions is Whirlpool. Whirlpool is a hash 
function that has ... 
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Although many defense mechanisms against buffer overflow attacks have 
been proposed, buffer overflow vulnerability in software is still one of the most 
prevalent vulnerabilities exploited. This paper proposes a micro-architecture 
based defense mechanism ... 

Keywords: buffer overflow, computer architecture, computer security, 
intrusion tolerance 




Implementing agg re g ation and broadcast over Distributed Hash Tables 

Ji Li, Karen Sollins, Dah-Yoh Lim 

January 2005 ACM SIGCOMM Computer Communication Review, volume 35 

Issue 1 
Publisher: ACM 

Additional Information: full citation, abstract , references . 



Full text available: t g pdf(391 .51 KB) 

cited b y, index terms 

Peer-to-peer (P2P) networks represent an effective way to share information, 
since there are no central points of failure or bottleneck. However, the flip side 
to the distributive nature of P2P networks is that it is not trivial to aggregate 
and broadcast ... 
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Lock-free (non-blocking) shared data structures promise more robust 
performance and reliability than conventional lock-based implementations. 
However, all prior lock-free algorithms for sets and hash tables suffer from 
serious drawbacks that prevent ... 
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The high clock frequencies of modern superscalar processors make the wire 
delay incurred in moving data across the processor chip a significant concern. 
As frequencies continue to increase, it will become more difficult for a 
centralized first level ... 
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The address sequence on the processor-memory bus can reveal abundant 
information about the control flow of a program. This can lead to critical 
information leakage such as encryption keys or proprietary algorithms. 
Addresses can be observed by attaching ... 

Keywords: address bus leakage protection, secure processor 



10 Substitutin g associative load queue with simple hash tables in out-of-order 
^ microprocessors 

^ Alok Garg, Fernando Castro, Michael Huang, Daniel Chaver, Luis Pinuel, Manuel 
Prieto 

October 2006 ISLPED '06: Proceedings of the 2006 international symposium on 

Low power electronics and design 
Publisher: ACM 

Full text available: IB Pdf(1 74.77 KB ) AdditionaI Information: full citation, abstract, references, 

cited by . index terms 

Buffering more in-flight instructions in an out-of-order microprocessor is a 
straightforward and effective method to help tolerate the long latencies 
generally associated with off-chip memory accesses. One of the main 
challenges of buffering a large ... 
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In today ! s digital world, computer security issues have become increasingly 
important. In particular, researchers have proposed designs for secure 
processors which utilize hardware-based mem- ory encryption and integrity 
verification to protect the privacy ... 
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Hash join algorithms suffer from extensive CPU cache stalls. This article shows 
that the standard hash join algorithm for disk-oriented databases (i.e. GRACE) 
spends over 80&percnt; of its user time stalled on CPU cache misses, and 
explores the use of ... 
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A Replica Location Service (RLS) allows registration and discovery of data 
replicas. In earlier work, we proposed an RLS framework and described the 
performance and scalability of an RLS implementation in Globus Toolkit 
Version 3.0. In this paper, we ... 
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As microprocessors become faster, the relative performance cost of memory 
accesses increases. Bigger and faster caches significantly reduce the absolute 
load-to-use time delay. However, increase in processor operational 
frequencies impairs the relative ... 
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A large percentage of computed results have fewer significant bits compared 
to the full width of a register. We exploit this fact to pack multiple results into 
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superscalar processor. ... 
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We address the problem of code generation for DSP systems on a chip. In 
such systems, the amount of silicon devoted of program ROM is limited, so 
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This paper presents the design of Mercury, a scalable protocol for supporting 
multi-attribute range-based searches. Mercury differs from previous range- 
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Over the past years Mobile Business has gained significant progress not only 
because of higher transfer rates as well as advanced processing power and 
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